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Preface

This manual describes the configuration, setup, and management of a
communication server software package, supplied by Xyplex, Inc. to provide
access to network services from remote locations. It is intended that this
manual will be read by network and communication server managers.

This manual is organized as follows:

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Appendix A

Introduces Multiprotocol Communication Server software,
and describes the access serving features available on
communication servers.

Provides an overview to configuring the server to support
access serving features, a discussion of the cabling
requirements, how to enable these features and planning
considerations.

Describes how to configure basic modem applications, such
as dial-in, dial-back, and dial-out modems.

Describes how to set up the server to support connections using
the Point-to-Point protocol (PPP).

Describes how to set up the server to support connections using
the Serial Line Internet protocol (SLIP).

Desribes how to set up the server to support connections using
the AppleTalk Remote Access Protocol (ARAP).

Describes how to set up the server to support connections
using the Xremote protocol.

Describes how to configure ports to use CCL scripts.

Describes how the modem control and flow control functions
operate. This information might be useful when
troubleshooting modem problems.
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Conventions

This manual uses the following conventions:

1. The CTRL key on the keyboard provides alternate functions when used
with some keyboard keys. Notation such as CTRL-A indicates that you
press both the CTRL key and the letter A key at same time. The
terminal server will echo this control character as NA.

2. Unless otherwise specified, commands are executed when you press the
RETURN key on the keyboard. The symbol ¥ in the text means press
the RETURN Kkey.

3. The manual uses the following typographical conventions:

Monospace Typeface indicates text displayed at a terminal (displays,
messages, system responses, etc).

italics indicates variables in commands and procedures.

4. The following typeface indicates user input in response to system
prompts:

Xypl ex> connect
5. The server prompt for secure and non-privileged users is this:
Xypl ex>
The server prompt for privileged users is this:
Xypl ex>>

This is the default communication server user interface prompt; the
server manager can specify a different prompt, so the prompt in use at
your site may be different.

6. The following default user prompts will be shown (different prompt may
be in use at your site):

VMS $
UNIX/ULTRIX %
UNIX/ULTRIX Superuser #
DOS C\
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If you have questions about this product...

At your convenience, please forward these to Xyplex at the following

addresses:
Internet Mail: support@xyplex.com
United States Mail: Xyplex, Inc.

295 Foster Street
Littleton, MA 01460

Attn: Manager, Customer Support

If you have comments about this guide...

To help us in our effort to improve the quality, usefulness, and technical
accuracy of the product documentation you receive, Xyplex is interested in
any comments or suggestions that you have about this guide, or any
technical corrections that you believe should be made. At your convenience,
please forward these to Xyplex at the following addresses:

Internet Mail: documentation@xyplex.com

United States Mail: Xyplex, Inc.
295 Foster Street
Littleton, MA 01460

Attn: Manager, Technical Documentation

Software Upgrade Information

For information on software upgrades contact your local representative, or
call Xyplex directly at:

In the United States: (800) 338-5316
In Europe: +44 81 759-1633
In Asia: +65 336-0431



Chapter 1

| ntroducing the Communication Server

The Multiprotocol Communication Server software supplied by Xyplex, Inc.
operates on Xyplex-supplied communication hardware modules, which are
part of the MAXserver family and Network 9000 family of Ethernet-based
communication products. This combination of software and hardware is
called a communication server.

Communication servers support connections between serial-interface
devices and other devices connected to the Ethernet network. The serial-
interface devices include: terminals, serial printers, personal computers
running terminal emulation or networking software, modems, serial ports
on other communication servers, and host computer serial ports. Figure 1-1
represents a communication server configuration.

VAX/VMS System UNIX System
Novell NetWare

File Servers

Terminal Server
(Stand-alone Model)

X 000000000000

Communication
Server

Ethernet Local Area
Network (LAN)

Printers

Modems

Communication Servers %

_____ Data Switches

with Serial
Interfaces

Other Devices
=

Personal Computers  Host Systems Terminals
Figure 1-1. Network Configuration with Communication Servers.
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Figure 1-1 shows that several different types of devices can be connected to
the serial ports of the communication server. Users at any of these devices
can gain access to any resources on the network, such as host computers,
workstations, etc, and resources available at other communication server
ports. Because Multiprotocol Communication Server software supports
multiple communication protocols, these connections can be made
regardless of the operating system running at the desired resource.

Compare this to operation without a communication server, where users
would need to go to a terminal that is directly connected to a serial port on
the host or node they want to use. With a communication server, users can
perform work on any computer that is connected to the network that the
communication server is on. Providing access from serial ports to host
computer resources is referred to as "terminal serving."

Similarly, consider the example of a user who wants to print a job. Without a
communication server, the user would need to print the job to a printer that is
directly connected to a serial port on the host where the data is located. With
a communication server, many users can have access to a shared printer
resource, because the resource is located on the network. Providing shared
printing resouces is also referred to as "printer serving."

For terminal serving and printer serving, the devices which provide
services are connected to a network and the users of those services usually
work at a location that is geographically local to the device offering the
service. Serial ports at communication servers can also be connected to
modems, switches and other devices to provide access to services that are
available at remote locations or for users who are at remote locations. This
is referred to as "access serving."

Access serving configurations include anything from simple dial-in and
dial-out modems for low speed interactive traffic (terminal emulation, text
editing, file transfers, electronic mail), to more sophisticated applications.
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This chapter provides an overview to the following access serving features
that are available on a Multiprotocol Communication Server:

< Point-to-Point Protocol (PPP), including
- Internet Packet Control Protocol (IPCP, or "IP over PPP")

- Internet Packet Exchange Control Protocol (IPXCP, or "IPX over
PPP")

= Serial Line Interface Protocol (SLIP) and Compressed Serial Line
Interface Protocol (CSLIP)

< Xremote protocol

e AppleTalk Remote Access (ARAP)
= Automatic Protocol Detection (APD)
= |IP and IPX Packet Filtering

e CCL Scripts
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Point-to-Point Protocol

The Point-to-Point Protocol (PPP) allows a personal computer (PC), another
communication server, or router that also supports PPP to gain access to a
network, such as Internet networks (IP) or Novell NetWare networks (I1PX),
through a serial port. PPP devices can connect to the communication server
directly over a serial line or through a modem.

PPP provides a standard method for transmitting multi-protocol
datagrams over point-to-point links. Because PPP is a datagram
transmission service, it is not a guaranteed delivery service. (To
compensate, flow control methods and the requirement by higher-level
protocols that messages be acknowledged before additional messages are
sent means that most packets are delivered without error.)

PPP provides an excellent foundation for other applications. PPP defines a
Link Control Protocol (LCP) for establishing, configuring, and testing the
data-link connections. PPP also provides a family of Network Control
Protocols (NCP) for establishing and configuring network layer protocols.
The IP Control Protocols (IPCP) and IPX Control Protocol (IPXCP) are
NCPs supported by the Xyplex PPP implementation.

IP/PPP (IPCP) Features

The Xyplex implementation of IPCP supports two general network
configurations: the single-node configuration and the network
configuration. In the single-node configuration, a PC running PPP is
attached to a communication server port over a serial line. In the network
configuration, two communication servers route IP traffic between two
LANSs with different subnet addresses in the Internet.

Figures 1-2 and 1-3 show examples of the two network topologies.
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Internet Address:
140.179.78.10

Personal
Computer
running PPP

modem
Serial Line |
Internet Address: 140.179.78.20 Communication
Mask: 255.255.255.0 Server running
IPCP (IP over PPP)
A
1
1
Pl
| b e e e m e m e ——————— :
1
| e— e — |

Internet Address: |:||:| Internet Address: |:||:|

140.179.78.60 I 140.179.78.50 I

UNIX UNIX
host host

Figure 1-2. IPCP Single-Node Configuration

The PC in Figure 1-2 can have an address in the same Internet subnetwork,
or subnet, as the communication server, or on a remote subnet with a
different Internet address. The PC can connect to the communication
server port directly or through a modem, as shown in this figure. When the
PC and the communication server are configured appropriately, the PC can
gain access to Internet devices on the LAN through the communication

server port.
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149.179.80.0

< > LANA
140.179.85.0
IP over PPP
Terminal Server [L J _________________ J Terminal Server
running PPP X |—— Serial Line running PPP
A
1
I
1
| IP
1
1
«< L > LANB

1

c——2

|:| 140.179.90.0

Figure 1-3. An IPCP Network Configuration

The two LANSs in Figure 1-3 represent different subnets on the Internet.
Two communication servers running IPCP, connected over a serial line,
act as a gateway or router between the two networks. Devices on LAN A can
gain access to devices on LAN B, and devices on LAN B can gain access to
devices on LAN A.
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The following are some of the other important features of the PPP IPCP
implementation:

= Support for high speed modems.

Depending on the communication server model and cabling you use,
PPP links can be configured to operate at speeds as high as 115.2 Kbps.

= Support for Van Jacobson compression.

PPP links can transmit and receive packets that have been compressed
using the Van Jacobson compression algorithm (refer to RFC 1144).
Compression allows PPP links to operate with higher throughput (actual
performance depends on your application).

= Compatibility with Xyplex security mechanisms.

IPCP can be used in conjunction with all Xyplex access security
methods.

= Xyplex Product Support.

IPCP is supported on Xyplex units which use the Xyplex six, seven, and
eight-wire cabling methods and which can run the following enhanced
or Multi-Megabyte load image: XPCSRV20.SYS, XPCS00C.SYS, and
XPCS00S.SYS. These load images will run on the following types of
Access Server units:

e Network 9000 Access Server 720 units.

e MAXserver 1620 Access Servers, which have a minimum of 2
megabytes of memory.

= MAXserver 1600 and 800 Access Servers, which have 3 megabytes of
memory.

e MAXserver 1640 Access Servers, which have 4 megabytes of
memory.

e MAXserver 1120, 1520, and 1820 Access Servers.

e MX2120 Access Servers.
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IPX/PPP (IPXCP) Features

In Novell NetWare networks, communication is handled using a protocol known
as Internetwork Packet Exchange (IPX). IPX is a connectionless, datagram
protocol, which means that each packet contains all the information necessary to
deliver it to the final destination. The PPP specification defines many Network
Control Protocols (NCP) for establishing various network layer protocols. IPX
Control Protocol (IPXCP) is one such network control protocol, and specifies a
means for handling IPX traffic running over a PPP link.

With Multiprotocol software, a communication server provides transparent access
to IPX services, devices or networks. Specific applications include:

1. Connecting a remote (dial-in) Workstation or PC to the network. Thisis a
typical "remote office" or "user-to-LAN" application. Figure 1-4 depicts this
IPXCP configuration.

Remote Users Novell NetWare Network
Novell NetWare
File Servers
t===r
. In
|— PPP Links —I —
_‘—}_
= =
A —
Modems Xyplex Communication Server | E jr
Remote =
IPX Clients
~—ff = [/
Printers

Ethernet Local Area
Network (LAN)

Figure 1-4. Basic IPXCP Configuration Using a Communication Server.
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In this application, the users at the remote IPX clients have access to the Novell
services offered on the Novell Netware network (unless the network manager
chooses to limit that access). The user dials in when he or she needs access to
the services, and disconnects when the services are no longer needed.

2. Connecting a remote network to the local network through a serial port. In this
application, the port functions as a router connecting two networks. Figure 1-5
depicts this IPXCP configuration.

VAX/VMS System UNIX System
Novell NetWare
File Server

-€ >
Ethernet Local Area
Network (LAN) 1 o
Communication
Server
Communication
Server
-€ >
Ethernet Local Area
Network (LAN) 2
Personal Computers Host Systems Novell NetWare

File Server

Figure 1-5. IPXCP "LAN-to-LAN" Configuration Using
Communication Servers.
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In this application, the users at one Ethernet LAN have access to all Novell
services offered at the other Ethernet LAN, and vice versa. In Figure 2, the PPP
link between the communication servers would typically be a "null-modem"
connection. The connection will normally be a permanent link. An
asynchrouous IPX router which has dial-out capabilities could also be used in
place of one of the communication servers.

3. Connecting a host, workstation, or PC directly to the network through a
connection to a serial port (usually uses a "null-modem" cable). This
application would be useful for connecting a device which does not support an
Ethernet connection to the communication server so that it has access to
services available on the Novell network. The PC or workstation needs an IPX
client program and the ability to communicate over a PPP link.

IPX is a "keyed" software feature and requires a password to be enabled on the
Xyplex communication server. Contact your local Xyplex Sales Representative or
distributor for more information about obtaining a password and the
documentation which describes how to configure this feature on the Xyplex
communication server.

Some of the features of Xyplex IPX implementation are:
< IPXClient Support.

The communication server can communicate with any RFC 1552-compliant
IPXCP (IPX over PPP) client software implementation. Xyplex has currently
gualified a version of the Stampede Remote Office client software for use with
Multiprotocol Communication Servers. Contact your sales representative or
distributor for additional information.

 Standard NetWare Addressing Methods.

The IPX protocol specifies the address of each system using a network number,
node number, and socket number. Network numbers identify NetWare
network segments. Node numbers identify individual nodes on a network
segment. Socket numbers identify the different applications within a single
host. The Multiprotocol software uses this standard addressing method. For
information about IPX addressing, refer to the Novell System Concepts guide
supplied with your Novell NetWare software.

19
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e Setup and administration using native procedures.

You use the IPX client setup and administration procedures to configure
the remote IPX client. The IPX client set-up activities are described in the
documentation supplied with your IPX client software package. You use
Xyplex commands to configure the communication server.

e IPXRIP and SAP Support.

In some network configurations, a communication server operates as an
asynchronous IPX router. IPX routers exchange information about the
networks where they are attached, and the networks they can reach,
through IPX Router Information Protocol (RIP) packets. IPX routers use
RIP information to route IPX packets. Each IPX router maintains a table
of RIP information that it has received from other routers. IPX routers
also broadcast RIP packets to neighboring routers periodically.

Servers in an IPX network (e.g., file servers, print servers) advertise their
services through Service Advertising Protocol (SAP) packets. IPX servers also
answer requests by clients who are looking for their services. IPX routers are
responsible for broadcasting SAP information to other IPX routers in the
network, and functioning as a proxy for servers on other networks!l. Each IPX
router maintains a table of SAP information that it has received from
neighboring routers and servers.

RIP and SAP route-propagation is performed using a "split horizon
algorithm." 2

= Compatibility with Xyplex security mechanisms.
IPX can be used in conjunction with all Xyplex access security methods.
< SNMP Manageability.

The IPXCP implementation can be managed via SNMP and includes
support of Xyplex enterprise-specific MIB objects, and Control Point.

1  When a Netware client wants to connect to a service, the client broadcasts a request for the service. All IPX routers that
have the service in their SAP tables respond to the request, based on the split horizon algorithm.

2 This algorithm indicates that when broadcasting RIP routes or SAP announcements to a given network, an
individual router should only include data that the other network is not likely to know. For example, a router must not
advertise a route to a network that it had learned from that network.
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Xyplex Product Support.

The IPX feature is supported on Xyplex units which use the Xyplex six,
seven, and eight-wire cabling methods and which can run the following
enhanced or Multi-Megabyte load images: XPCSRV20.SYS,
XPCS00C.SYS, and XPCS00S.SYS. These load images will run on the
following types of Access Server units:

< Network 9000 Access Server 720 units.

e MAXserver 1620 Access Servers, which have a minimum of 2
megabytes of memory.

< MAXserver 1600 and 800 Access Servers, which have 3 megabytes of
memory.

< MAXserver 1640 Access Servers, which have 4 megabytes of
memory.

e MAXserver 1120, 1520, and 1820 Access Servers.

e MX2120 Access Servers.
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Serial Line Internet Protocol (SLIP)

The Multiprotocol Communication Server software enables a user to run
Internet protocols over an asynchronous serial line, using the Serial Line
Internet Protocol (SLIP). SLIP is specified by the Internet RFC 1055.

The operation of SLIP over an asynchronous line (hereafter referred to as a
SLIP link) requires that the communication server be able to forward
packets between a SLIP link and the Ethernet network. This is a limited
form of routing.

The Multiprotocol software supports two models for the utilization of SLIP:
the single-node model and the network model. Single-node SLIP
applications include:

= Connecting a remote (dial-in) Workstation or PC to the network. This
is a typical single node application.

= Connecting a host, workstation, or PC directly to the network through a
connection to a serial port. (This single-node application usually
reqgires "null-modem" cables.)

In the single-node model, a node is an intelligent device such as a PC,
workstation, etc. Each node connected to a communication server has a
unique Internet address.

Using the network model, one connects a remote network to the local
network through a serial port. In this application, the port functions as a
simple static router connecting two networks.

In the network model, a network is a collection of internet nodes, each with
a different internet address. Data communicated over the SLIP link is
forwarded to a remote network. As shown in Figure 1-6, a communication
server passes data from the SLIP link to another local area network.
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Remote Network,
Internet Addresses: 182.13.130.10
Mask: 255.255.255.0

i Remote SLIP Device

Server Port;

SLIP Link

(Gateway

Application)
AN

| X OOOOOOOOOOOO'

-€ >
Local Network

|x OOOOOOOOOOOOl

»

\

e
=——=]| Server Port;

Remote PC or

Workstation; Modem 182.13.113.6
Internet Address:
182.13.113.6 ~

SLIP Link

(dial-in host)

Modem

/ Internet Address: 182.13.113.5

Internet Address:

PC or Workstation;
Internet Address:
182.13.113.10

Direct Connection of
Host to Local Network

Figure 1-6. SLIP Connections to Remote Network, Remote PC

As shown in the figure, SLIP connections can be made from ports to a
remote (dial-in) workstation or PC, direct connection of a host to the local

network, and connection of a remote network.
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The following are some important features of the SLIP implementation:
= Support for low speed and high speed modems.

The server supports line speeds of 50 baud to 115,200 baud. Depending on
the communication server model and cabling you use, SLIP links can be
configured to operate at speeds as high as 115.2 Kbps.

= Support for Van Jacobson compression.

SLIP links can transmit and receive packets that have been compressed
using the Van Jacobson compression algorithm (refer to RFC 1144).
Links using Compressed SLIP are referred to as CSLIP links.
Compression allows SLIP links to operate with higher throughput
(actual performance depends on your application). SLIP links can also
transmit and receive uncompressed packets, since not all remote
devices permit the use of compression.

For situations where the remote device initiates activity on the link, the
port will automatically detect whether or not the remote device is using

compressed SLIP packets. The port will use the same type (compressed

or uncompressed) of packets as the remote device.

For situations where the port initiates activity on the SLIP link, you
must specify whether or not the port can initiate communications with a
remote device using CSLIP packets (using the DEFINE/SET PORT
INTERNET CSLIP ENABLED/DISABLED command). When the use
of compressed SLIP is enabled, the port will immediately begin
transmitting compressed packets on the serial link.

= Compatibility with Xyplex security mechanisms.
SLIP can be used in conjunction with all Xyplex access security methods.

= Xyplex Product Support.

SLIP is supported on Xyplex units which use the Xyplex six, seven, and
eight-wire cabling methods. These include:

e Network 9000 Access Server 720 units.

< MAXserver 800, 1100, 1120, 1500, 1520, 1600, 1620, 1640, 1800 and 1820
Access Servers.

e MX-TSERV-J8, MX-TSRVM-J8, and MX2120 Access Servers.

24



Introduction

Xremote

The communication server provides serial-line support for the NCD proprietary
Xremote protocol. The Xremote protocol compresses the MIT X Windows™ protocol
across a serial line. The Xyplex support for this protocol enables you to connect
NCD Xterminals to a Xyplex communication server, either directly or with a
modem. In this configuration, Xterminal users have access to many resources on
the LAN that may have previously been unavailable to them. In addition, the
communication server runs Xremote helper code, which normally runs on the host.
Because of this, the host has more resources available to run applications.

In a conventional configuration, you either connect Xterminals to a host computer
running the MIT X Windows protocol at the serial port on the host, or you connect
the Xterminal directly to the LAN. When the Xterminal is connected to the
communication server, the serial port on the host computer is free for other uses.

The communication server supports the following Xremote features:

= Operates with NCD Xterminals having revision V2.2 and V2.3 Xremote
server code in PROMs. An NCD Xterminal connected to a Xyplex
communication server with Xremote support is equivalent to the same
terminal connected to a host running NCD Xremote helper code.

= Operates with Massachusetts Institute of Technology (MIT) X11R4 and
X11R5 X Windows programs.

= Provides font loading from hosts using the Trivial File Transfer
Protocol (tftp).

= Supports Xremote operation at line speeds of 9600 baud or greater.

= Permits nondedicated Xremote ports. An interactive user can choose
one of several different types of connections including Xremote, SLIP,
Multisessions, TN3270, or normal interactive capabilities on a serial
port.

« Supports Xwindow Display Manager Control Protocol (XDMCP)
notification of X Display Manager (XDM) hosts.
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For more information about X Windows system, and how to install the XDM
manager in particular, refer to X Window System User's Guide Volume Three, by
Valerie Quercia and Tim O'Reilly, O'Reilly and Associates, Inc.

For general information about the Xremote protocol, refer to the NCDware 2.3
Xremote User's Manual, from Network Computer Devices, part number 9300137.

Figure 1-7 shows a conventional Xremote configuration with the host computer
running Xremote helper code and the X Windows program.

LiN Host
A Computer
c——

serial line connection, either |
direct or with a modem |:|

NCD Xterminal Xremote _
with Xremote PROMS Helper code NCD Xterminal
] with LAN connection
X Windows

Figure 1-7. Conventional Xremote Implementation

In Figure 1-7, the Xterminal connected to the host must establish the initial
Xsession with that host.

Figure 1-8 shows an example of an Xterminal connected to a communication
server.
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Lak] KOk
Haok
A [ —

o _ _ Terminal
serial line connection, either  gerver 720

direct or with a modem
X ]
T

Xremote e —
NCD Xterminal Helper code
with Xremote PROMS :||:|

Remote Font Server

Figure 1-8. An Xterminal Connected to a Xyplex Access Server 720

The NCD Xterminal in Figure 1-8, which contains the Xremote protocol stack in
PROMs, is connected to the communication server with a serial line. The
communication server runs the Xremote helper code. A user at this Xterminal can
gain access to different resources on the LAN, either directly or with a modem. The
Xterminal can establish the initial Xsession with various hosts on the network,
which run the XDM. The XDM host resides on the LAN, as does another host which
acts as a remote font server.

In this configuration, the Xremote protocol runs across the serial line. The
X Windows protocol runs on the LAN. The NCD helper code compresses X
Window traffic from the LAN and sends it across the serial line. It also
decompresses Xremote traffic from the serial line, and sends X Windows
protocol across the LAN.
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Xyplex Product Support.

Xremote is supported on Xyplex units which use the Xyplex six, seven,
and eight-wire cabling methods and which can run the following
enhanced or Multi-Megabyte load images: XPCSRV20.SYS,
XPCS00C.SYS, and XPCS00S.SYS. These load images will run on the
following types of Access Server units:

< Network 9000 Access Server 720 units.

e MAXserver 1620 Access Servers, which have a minimum of 2
megabytes of memory.

< MAXserver 1600 and 800 Access Servers, which have 3 megabytes of
memory.

< MAXserver 1640 Access Servers, which have 4 megabytes of
memory.

e MAXserver 1120, 1520, and 1820 Access Servers.

e MX2120 Access Servers.
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ARAP Features

AppleTalk Remote Access (ARAP) allows a user to connect a remote
Macintosh computer to an AppleTalk network through a point-to-point
modem link. A Remote Access server transfers AppleTalk packets
between a remote Macintosh and an AppleTalk network so that the remote
Macintosh acts as if it were directly connected to the network.

Figures 1-9 and 1-10 depict the differences between the standard Remote
Access configuration, and an equivalent configuration using a Xyplex
communications server. In the standard configuration (see Figure 1-9), a
Macintosh computer is dedicated for use as a Remote Access server. The
remote Macintosh computer has access to all AppleTalk zones that are
available to the Macintosh computer that is configured as a Remote Access
server. Each Macintosh computer (Remote Access server) can only service
one modem, so multiple Macintosh computers are needed in order to support
simultaneous connections to the network by several users.1

AppleTalk Network

Remote User Macintosh Computers/

Remote Macintosh
Computer

File Servers

o

Remote Access

Server Macintosh
Computer

Printers

Figure 1-9. Standard AppleTalk Remote Access Configuration.

1 This description applies to Version 1.X of AppleTalk Remote Access from Apple Computer Corporation.
Version 2.0 of AppleTalk Remote Access permits a Macintosh computer to service more than one Remote
Access connection when the Macintosh computer is equipped with a special hardware option. (Without this
hardware option, V2.0 performs in the same manner as V1.X.) The Xyplex ARAP implementation is
compatible with both V1.X and V2.0 of AppleTalk Remote Access software.
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In the Xyplex configuration (see Figure 1-10), a port on the communication
server takes over the functions of the Macintosh computer (Remote Access
server) and provides access to AppleTalk devices and networks. Using this
approach, several users can simultaneously and cost-effectively be
connected to the network via one multi-port communication server device.
Also, network administration is simplified, because an administrator only
needs to manage a single communication server, rather than multiple
Macintosh computers (Remote Access servers).

AppleTalk Networks

|
Remote Users Macintosh
d Computers/
modem moaems File Servers
=
modem I . — |
_,.zV Remote Access %\ - . ,
. Xyplex Communication Server |—i'
modem EB'
T ==
Remote Macintosh Computers
Printers

Figure 1-10. AppleTalk Remote Access Configuration
Using Communication Servers.

ARAP is a "keyed" software feature and requires a password to be enabled
at a Xyplex communication server. Contact your local Xyplex Sales
Representative or distributor for more information about obtaining a
password and the documentation which describes how to configure this
feature on the Xyplex communication server.
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Some of the key features of ARAP are:

Setup and administration using native procedures. You use the standard
Macintosh setup and administration procedures to configure the remote
Macintosh. The Macintosh set-up activities are described in the
documentation supplied with your AppleTalk Remote Access software
package, from Apple Computer, Inc. You use Xyplex commands to
configure the communication server. The Xyplex ARAP-related
commands are described in the Commands Reference Guide.

Compatibility with Xyplex security mechanisms. ARAP can be used in
conjunction with all Xyplex access security methods. These methods are
described in the section "Using ARAP with Security Features."”

Xyplex Product Support. ARAP is only supported on Xyplex units which use
the Xyplex eight-wire cabling method and which can run the Multi-Megabyte
load images XPCSRV20.SYS and XPCS00S.SYS. These load images will
run on the following types of Xyplex units:

< Network 9000 Access Server 720 with Model 723 eight-wire 1/O modules.

e MAXserver 1620 Access Servers, which have a minimum of 2
megabytes of memory.

« MAXserver 1640 Access Servers, which have a minimum of 4
megabytes of memory.

< MAXserver 1600 and 800 Access Servers, which have 3 megabytes of
memory.

NOTE: ARAP operates on communication servers that support the
Xyplex eight-wire cabling method. You must also use cables that
are appropriate for using the CTS/RTS flow control method. You
can obtain modular cables and adaptors from Xyplex which
provide the appropriate signals. Chapter 2 contains more
information about cabling.

Modem Support. ARAP can operate with any modem that supports a Hayes-
compatible command interface. (Modem configuration for ARAP is
performed by CCL scripts. CCL scripts are covered later in this chapter and
in Chapter 8.)
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SNMP Manageability. ARAP can be managed via SNMP and includes
support of Xyplex enterprise-specific MIB objects, and Control Point.

Remote Access user dialback. ARAP supports user dialback. This feature
provides a way of ensuring that only authorized users can connect to the
network (a complete discussion of the available security methods is
contained in Chapter 6.) When the remote user first connects to the port, the
user logs in using a login name assigned by the network administrator.
The port immediately disconnects and requests the dialback script for that
user's name be downloaded from a script server. The dialback script
contains the telephone number for the modem to dial. The modem then
dials that number and attempts to establish a connection with that user.

Automatic Protocol Detection

Communication server ports can be configured to accept connections made via
different protocols, using the Automatic Protocol Detection Feature (APD). Using
APD, ports will automatically determine the protocol being used to make a
connection and adjust port settings appropriately. Alternatively, by not enabling
APD, ports can be dedicated for use by a single access serving protocol. Key
features of APD include:

< An individual port can be configured to accept any connections made via
ARAP, PPP (which includes IPCP and IPXCP), SLIP (which includes CSLIP),
and interactive protocols, as well as all, none, or any combination of these.

= Ports can be configured to limit the amount of time spent in an attempt to
determine which protocol is being used to make a connection. When the time
expires, then the port will either default to a specific protocol, or logout the
connection, as specified by the server manager.

< All communication server security features (e.g., SecurlD, Kerberos, etc) apply
to ports configured with APD enabled.
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IP and IPX Routing

Large Internet (IP) or Novell NetWare (IPX) networks with many hosts,
file servers, or other devices which offer user services are often subdivided
into smaller, separate networks to improve overall network performance
and make the network easier to manage. These subnetworks, or subnets,
can exist in the local or distributed locations. Sites with a small number of
devices that are connected through routers or gateways to larger IP or IPX
networks can also be divided into subnets.

The communication server contains a list of routes. This list is called a
routing table. The routes specify a preferred path where the communication
server can send traffic bound for a particular destination.

The Multiprotocol Communication Server Software supports some IP and
IPX routing capabilities:

e Communication servers perform limited IP routing. Servers collect
ICMP (Internet Control Message Protocol) messages, which allow the
server to "learn" IP routes in order to send packets to the appropriate
destination. Servers can also be configured with a manager-specified,
or "static" IP route.

= Communication servers act as "full" IPX routers. Servers collect IPX
RIP (Routing Information Protocol) and SAP (Service Advertising
Protocol) messages, which allow the server to "learn” IPX routes in
order to send packets to the appropriate destination. Servers also
broadcast IPX RIP and SAP messages and can be configured with a
manager-specified, or "static" IPX route.

Dynamic routing

The IP and IPX protocols support communication between devices on separate
subnetworks through routers or gateways which are connected to two or more
of the subnetworks. The routers and gateways communicate among
themselves, forwarding network traffic to each other as well as between
networks, according to their routing protocol. The gateways also select the
most efficient path to a destination for communications sent by a host or
communication server. This is called "dynamic routing."”
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As conditions change, the path to a destination may also change. For
example, when the Internet route changes, the hosts and communication
server are informed, through ICMP routing messages, that the packets they
sent to a particular gateway have been forwarded to another gateway on the
same network. As long as a host or communication server sends traffic to a
gateway that forwards traffic when necessary, the sender can be assured
that the packets will eventually reach the destination. Internet routes to a
destination which the server obtains in this manner are called learned
Internet routes. Similar activities occur on IPX networks, where IPX RIP
and SAP messages inform the communication server of changes.

Static Routing

For some networks, dynamic routing may not be enabled or desirable. In
this case, the sending host or communication server must select the correct
path to insure that packets are forwarded to the right destination. To do this,
the manager must specify database entries which correlate specific
destination networks or hosts to the specific gateways that must be used to
reach those destinations. This is called "static routing.” There are
communication server commands which allow an administrator to specify
static IP and IPX routes.
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IP and IPX Packet Filtering

A communication server has a single network interface (Ethernet
connection) and multiple, separate, asynchronous interfaces (serial ports).
Each interface can be configured with IP and IPX packet filters. These filters
are used to allow certain IP or IPX traffic to pass through the server. The
filters can specify network destination or source address, protocol, packet
type, as well as other filter-specific criteria. Filtering is disabled by default.

The software can be configured to filter IP traffic, based on the following
criteria:

= Source or destination address or network (internet-address and/or
subnet).

= IP packet type (port number, protocol, setting of TCP SYN bit).

The software can be configured to filter IPX traffic, based on the following
criteria:

= Source or destination address or network (IPX network number and
node number).

= |PX packet type

The Multiprotocol software also permits you to configure the software to
limit broadcasting, learning, and use of IPX RIP route or SAP service
information. You can create import and export filters for these packets.

Import filters enable you to control the information that a server adds to its
IPX RIP or SAP Table. The server either accepts or discards routes and
services that meet the criteria, based on the filters instructions.

Export filters enable you to control the routing or service information that a
router sends to the network. The router either advertises or hides routes or
services that meet the criteria, based on the filters instructions.

Chapter 4 covers filtering in more detail.
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CCL (Command Control Language) Scripts

Command Control Language (CCL) scripts are files that contain
commands which initialize a modem and configure communication
between the modem and the device to which it is connected. The CCL script
in an ASCII file. Since there are many types of modems, the CCL script
"language” is flexible enough to accommodate them all.

CCLs were originally designed to be used with AppleTalk Remote Access.
For ARAP connections, CCL scripts provide modem initialization
commands to both modems that are part of a given AppleTalk Remote
Access connection. (That is to say: the remote Macintosh computer provides
initialization commands to its modem and the Remote Access server does
the same for its modem.)

For Xyplex communications servers, CCL scripts can be used to initialize
ports for all types of modem connections and protocols. One could think of a
CCL as an "alternate" method of autobauding, since the CCL will

determine the appropriate port speed and set it accordingly. CCL scripts are
required for ARAP connections, but can be used to initialize the port and
modem for other types of connections (PPP, SLIP, interactive, etc).

CCL scripts are stored on script servers (hosts which can transfer files to the
communications server via TFTP). Individual ports are configured to use
a specific CCL script. The communication server downloads the CCL script
once, then executes the commands in the script when the communication
server is first initialized and when a connection is disconnected. That
way, the modem is ready to accept the next incoming connection.

Xyplex supplies CCL scripts for use with a variety of modems that can be
connected to communication server ports and to remote Macintosh
computers. These are listed in the Software Kit Information supplied with
your software kit. CCL scripts for use with remote Macintosh computers can
also be obtained from the manufacturer of the modem, or from public
domain sources.

Chapter 8 describes the use of CCL scripts in more detail.



Chapter 2

Basic Set-Up Activities for Access Serving

There are many activities that you may need to perform before you
configure any access serving feature. This chapter covers these activities
and includes the following information:

- An Overview to Setting Up the Communication Server.

Information About Xyplex Cabling Methods.

Selecting Protocols and Features.

Configuring Ports to Detect Multiple Protocols.

An Overview to Setting Up the Communication Server
Preliminary Activities

Certain basic server set-up activities are not covered in this guide. You
must, however, perform these activities before you proceed to set-up access
serving features. These basic activities include:

1. Install server hardware and connect devices to the ports. The
MAXserver Hardware Installation and Maintenance Guides,
Hardware Installation and Maintenance Notes, Network 9000 Getting
Started Guide or Product Release Notes supplied with server cards or
stand-alone units cover various aspects of this activity.

NOTE: The next section of this chapter covers the various Xyplex
cabling methods which can be used with modem applications.
The hardware documentation supplied with your Xyplex unit
includes cabling information for other types of devices.

2. Install server software at a load server. You can install the software on
a VAX host, a UNIX host, or a Xyplex loader. The Software Installation
Guides supplied with your software kit contains the procedures to do
this. The Software Kit Information supplied with your software kit will
contain a list of load images.
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3.

Initialize the unit. Press the Reset button on the communication server to
initialize it with the load image. The Getting Started Guide, Hardware
Installation and Maintenance Guides, Hardware Installation and
Maintenance Notes, or Product Release Notes supplied with the
hardware explains how to do this.

Assign basic server Internet characteristics if you are using the Internet
protocol. Refer to the Software Management Guide for more information
about these characteristics. LAT-only units do not need an Internet
address. The Internet characteristics you need to specify include the
following:

e The Internet address and subnet mask for the communication
server.

< The characteristics associated with a Domain Name Server.

e Other characteristics which allow the communication server to
communicate through Internet gateways, if needed.

Specific Activities for Configuring Access Serving Features

This chapter describes the remaining communication server start-up
activities. These include the following:

5.

Specify which protocols and features will be available. Some protocols
and features are not enabled by default, and you must enable them if you
wish to use them. Also, some protocols require a password to enable.

Initialize the communication server when you have enabled features
and protocols This allows all of the changes that you have made to
take effect. Use the INITIALIZE command or press the reset switch
again to do this.

Configure ports to be dial-in, dial-out, dial-in/out, or dial-back. Each
port must be configured with certain basic characteristics, regardless
of the types of connections that will be made at that port. Also, there are
special conditions that apply when using high-speed modems.
Chapter 3 covers all of these activites.

Configure specific access serving features. Features such as PPP,
SLIP, ARAP, etc, can require additional setup activities. The
remaining chapters of this guide describe the detailed configuration
activities for individual access serving features. Chapters 4 through 7
cover these activities.
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Information about Xyplex Cabling Methods

Xyplex offers a family of products which support access serving features.
Each product can be connected to a variety of modems or other devices
through one of three wiring schemes (with 6, 7, or 8 wires) which support
different modem control and hardware flow control options. A fourth
wiring scheme, which is available on some products, uses 3 wires and is not
suitable for modem-based applications. Table 2-1 lists the products which
offer 6, 7, or 8 wire serial interfaces.

Table 2-1. Cabling Support for Modem Applications.

Cabling Products

6 wire e MX-TSERV-J8, MX-TSRVM-J8, and MX2120 Access
server cards.

< Network 9000 Access Server 720 Telco 1/0 modules
(models 721 and 724).

7 wire MAXserver 1100, 1120, 1500, 1520, 1800, and 1820 Access
Servers.
8 wire < MAXserver 800, 1600, 1620, and 1640 Access Servers.
e Network 9000 Access Server 720 RJ-45 1/0O modules
(model 723).

To use modem control or hardware flow control, you need an input control
signal and an output control signal for each. This is important to consider
when you decide which Xyplex unit to use for a particular application, since
different Xyplex units support different wiring schemes, and some units
might not have enough signals for the desired application.

Xyplex cabling and software can be configured to use various combinations
of modem control, and hardware flow control. There are two types of
hardware flow control: DCD/DSR and RTS/CTS. DCD/DSR flow control
(referred to here as "standard" hardware flow control) is the type that one
would typically use with lower speed modems. RTS/CTS is used with high
speed modems (typically, these modems support CCITT V.42 operation).
Only one type of hardware flow control can be used at a given port. Modem
control and DCD/DSR hardware flow control are mutually exclusive (i.e.,
only one of these can be enabled at a given port). On 8-wire interfaces,
modem control can be used concurrently with RTS/CTS hardware flow
control. Table 2-2 shows the combinations that can be used.
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Table 2-2. Modem Control/Flow Control Feature Support.
Feature 6-Wire 7-Wire 8-Wire
Modem Control Yes Yes Yes
DCD/DSR Hardware Flow Control Yes Yes Yes
RTS/CTS Flow Control No Yes Yes
Concurrent Modem Control and No No Yes
RTS/CTS Flow Control

NOTE: You would use a "null-modem" cable when making a direct
connection between the serial ports of two Xyplex servers (i.e.,
no modems involved) or other DTE device. For that application,
use a DTE-to-DTE cable, as described in the hardware
documentation supplied with your unit.
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Xyplex 6-Wire Cabling

This cabling scheme provides XMT, RCV, DCD, DTR, RING, and ground
wires. Using this cabling scheme you can use either modem control or
hardware (DCD/DTR) flow control, but not both, since there are only 3
control signals. This scheme is useful for applications which have simple
modem signalling requirements, such as:

= terminal emulation and file transfer applications (Kermit, Xmodem,
Microphone, etc).

= applications such as SLIP and PPP using low speed modems.

Figure 2-1 depicts the wiring that you would use to connect the serial port of a
Xyplex unit to a modem or other DCE device. For simplicity, modular
cables are shown in the figure; but there are other wiring options available
with this cabling scheme. (These are covered in more detail in the
hardware documentation supplied with your unit.) You can purchase
modular cables and adaptors shown in the figure from Xyplex, or make
your own cables based on the wiring diagram.

Modular Adaptor

Straight Through Cable
4—?—: | > <= To Modem —

Communication|
Server Connector

Female RJ-12 Male RJ-12 Male RJ-12 Female RJ-12 Male DB-25 Modem connector
Connector  Connector Connector Connector Connector  Pin Signal
p—

DTR| 1 1 1 1 2@ DTR
XMT | 2 2 2 2 2 | XMT
DCD| 3] |3 3 3 8 ] bCD
RCV| 4] |4 4 a4 3 | rRCV
GND| 5| |5 5 5 7] oND
RING| 6] |6 6 6 27 RING

Straight Through Cable I: :31 E_IT_SS

Adaptor Wiring - MX-350-0157
(Female RJ-12 to male DB-25)

Figure 2-1. Modular Cables for Connecting a Modem (Six-Wire).

When using this cabling scheme, serial ports observe the DCD modem control
signal rather than the DSR modem control signal for modem control, as well
as DSRLOGOUT, SIGNAL CHECK, and hardware flow control applications.
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Xyplex 7-Wire Cabling

This cabling scheme provides XMT, RCV, DCD/DSR, DTR, RING, and
separate transmit and receive ground wires. This cabling is provided
through RJ-45 connectors (pin 8 of the connector is not used). Using this
cabling scheme you can use either modem control or hardware flow control,
but not both, since there are only 3 control signals.

This scheme is useful with the following applications:

< terminal emulation and file transfer applications, such as Kermit,
Xmodem, Microphone, etc (cabling shown in Figure 2-2).

= applications such as SLIP and PPP using low speed modems (modem
control or DCD/DSR enabled and cabling shown in Figure 2-2).

= applications such as SLIP and PPP using high speed modems
(RTS/CTS flow control enabled and cabling shown in Figure 2-3).

« applications using CCITT V.42-compliant modems, or other devices
operating at high port speeds (above 38,400 bps; use the cabling shown in
Figure 2-3).

Figure 2-2 is a wiring diagram which shows the cabling that is needed to
connect a communication server serial port to a modem for most standard
applications (i.e., those which require do not RTS/CTS hardware flow
control). Figure 2-3 shows the wiring for applications which require
RTS/CTS flow control. You can purchase modular cables and adaptors
shown in the figure from Xyplex, or make your own cables based on the
wiring diagram.
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Standard Modem Connection

Communication

Modular Adaptor

Straight Through Cable
-

Server Connector 4—?

<4— To Modem —Pp

Male DB-25 Modem connector
Connector Pin Signal

Female RJ-45 Male RJ-45 Male RJ-45 Female RJ-45
Connector  Connector Connector Connector

RING| 1 1 1 1
DTR| 2 || 2 2 2
xMT| 31| 3 3 3

XMTGND| 4 || 4 4 4

RCVGND| 5 || 5 5 5 |
rRcv| 6| 6 6 6
DCD| 7 7 7 7

Not Useq 8 || 8 8 8

Straight Through Cable

—

24 RING
2@ DTR

~N N

O~ O 0w

XMT
GND

RCV
DCD
DSR
RTS
CTS

Adaptor Wiring - MX-350-0187
(Female RJ-45 to male DB-25)

Figure 2-2. Modular Cables for Connecting a Modem (Seven-Wire).

RTS/CTS Modem Connection

Communication
Server Connector

Female RJ-45
Connector

RING
DTR
XMT
XMTGND
RCVGND
RCV
DCD
Not Used

|00\IU>U'IAO.)NI—‘|

Modular Adaptor

Straight Through Cable
4—];— -

“4— To Modem —P

Male DB-25 Modem connector

Connector Pin Signal

Male RJ-45 Male RJ-45 Female RJ-45

Connector Connector Connector

1 1 1 22
2 2 2 4
3 3 3 2
4 4 4 _I

5 5 5 7
6 6 6 3
7 7 7 5
8 8 8 20
|| || | 6

Straight Through Cable 8

Adaptor Wiring - MX-320-0211
(Flow Control)

RING
RTS
XMT

GND
RCV
CTs
DTR
DSR
DCD

Figure 2-3. Modular Cables for RTS/CTS Flow Control (Seven-Wire).
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Xyplex 8-Wire Cabling

This cabling scheme provides XMT, RCV, DCD/DSR, DTR, RTS,
CTS/RNG, and separate transmit and receive ground wires. This cabling
is provided through RJ-45 connectors. Using this cabling scheme you can
concurrently use modem control and RTS/CTS hardware flow control,
since there are 4 control signals. This scheme is useful with relatively
high speed devices, complex modem control applications. 1

This scheme is useful with the following applications:

terminal emulation and file transfer applications, such as Kermit,
Xmodem, Microphone, etc (cabling shown in Figure 2-4).

= applications such as SLIP and PPP using low speed modems (modem
control or DCD/DSR enabled and cabling shown in Figure 2-4).

= applications such as SLIP and PPP using high speed modems
(RTS/ICTS flow control enabled and cabling shown in Figure 2-5).

= applications using CCITT V.42-compliant modems, or other devices
operating at high port speeds (use cabling shown in Figure 2-5).

< AppleTalk Remote Access (ARAP) applications (use cabling shown in
Figure 2-5).

1 In Figures 2-4 and 2-5, one signal is referred to as CTS/RING. The CTS/RING signal designation refers to the
signal observed at pin 1 of each serial port. Pin 1 is multiplexed to these signals. Depending on the software
configuration, you can use this pin as either CTS or RING, but not both at the same time.
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Standard Modem Connection Modular Adaptor

Straight Through Cable
4—1;— —> <— To Modem —»

Communication
Server Connector

Female RJ-45 Male RJ-45 Male RJ-45 Female RJ-45 Male DB-25 Modem connector
Connector  Connector Connector Connector Connector Pin Signal
CTS/RING | 1 || 1 1 1 221 RING
DTR| 2 || 2 2 2 20} DTR
xMmT | 3 || 3 3 3 2§ xMT
XMTGND| 4 || 4 4 4 7 | GND
RCVGND| 5 5 5 5 —I
RCV| 6 6 6 6 3 ] RCV
[olein] BrAN | B4 7 7 8 | bcp
RTS| 8| 8 8 8 —xX 4§ RTS
. — — : 5| CTS
Straight Through Cable

Adaptor Wiring - MX-350-0179
(Female RJ-45 to male DB-25)

Figure 2-4. Modular Cables for Connecting a Modem (Eight-Wire).

RTS/CTS Modem Connection
Modular Adaptor

Communication Straight Through Cable
Server Connector ? —>| <4— T0 Modem —P

Female RJ-45 Male RJ-45 Male RJ-45 Eemale RJ-45 Male DB-25  Modem connector
Connector  Connector Connector Connector Connector  Pin Signal
CTS/RING | 1 || 1 1 1 5 | CTS
DTR| 2 2 2 2 20} DTR
XMT | 3 3 3 3 2| XMT
XMTGND| 4 4 4 4 _I 71 GND
RCVGND| 5 5 5 5
RCV| 6 6 6 6 3] RCV
DCD| 7 7 7 7 8 | DCD
rRTs| 8 || 8 8 8 4| RTS
Straight Through Cable

Adaptor Wiring - MX-350-0180
(Female RJ-45 to male DB-25)

Figure 2-5. Modular Cables for RTS/CTS Flow Control (Eight-Wire).
Xyplex 3-Wire Cabling

This cabling scheme provides XMT, RCV, and ground wires. This cabling
scheme is used with Xyplex MX-TSERV-J16 and MX-TSRVL-J16 terminal

server cards. This wiring scheme can only be used for applications which

do not require modem control signalling.
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Selecting Protocols and Features

The Xyplex Multiprotocol Communication Server software offers many
protocols and features. Which ones you use depend on the type of network
you have and the amount of memory in the communication server. Most
sites do not require all possible features and protocols. In general, if a
protocol is not needed, you should disable it to make more memory
available for other uses. The chapter on Managing Communications

Server Resources in the Software Management Guide, explains more about
selecting the appropriate features and protocols for your site.

Table 2-3 lists the Multiprotocol Communication Server access serving
software protocols that you can enable or disable, as well as the amount of
memory that will be used or freed up. Table 2-3 only lists the access serving
protocols that one can enable or disable. There are access serving features
(such as interactive connections, SLIP, or CSLIP) that do not need to be
enabled. Also, there are protocols and features unrelated to access serving
that can be enabled or disabled. A complete list of these can be found in
Chapter 2 of the Software Management Guide. In some configurations, one

might need to disable some protocols or features in order to make more
memory available to enable an access serving protocol.

Table 2-3. Memory Usage For Features and Protocols.

Protocol/Feature | Memory Used Type Default Comments
Name in Kilobytes
XREMOTE 22 Protocol Disabled This feature requires more memory for
each open session. Requires Multi-
Meg load image. Password required.
PPP 30, plus 5 packet Protocol Disabled IPCP is enabled when PPP is enabled.
buffers per port Requires Multi-Meg load image.
ARAP 180, plus 43 Protocol Disabled Requires Multi-Meg load image.
kilobytes per port Password required.
IPX 80, plus 5 packet | Protocol Disabled PPP must also be enabled. IPXCPis
buffers per port enabled when both PPP and IPX are
enabled. Requires Multi-Meg load
image. Password required.
APD 5 Feature Disabled Requires Multi-Meg load image.
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To enable or disable a protocol use the command:
DEFINE SERVER PROTOCOL protocol-name ENABLED/DISABLED

where protocol-name represents the name of a protocol listed in the first
column of Table 2-3. For example, you would use the following command to
enable PPP:

Xypl ex>> define server protocol ppp enabl edb

NOTE: Many protocols require a password in order to be enabled. Table
2-3 lists the protocols which require passwords.

When you use one of these commands to enable or disable a protocol, the
software will display a message similar to the following message, to
indicate approximately how much memory remains available:

- 705- Change | eaves approxi mately nnnnn bytes free.

It is strongly recommended that you leave a minimum of 180 kilobytes of
memory after all desired features have been enabled. If the memory
needed for the desired features exceeds the amount of memory available on
the unit, the server will display a message similar to the following
message, to indicate approximately how much memory you need to free up
in order to enable the feature:

-708- Requires approxi mately nnnnn additi onal bytes; Change
not done.

Initialize the server after you have made all changes. When a protocol is
enabled, the software sets all server or port characteristics associated with
that protocol, meaning those characteristics set with DEFINE/SET SERVER
and DEFINE/SET PORT commands, to their default values. When a
protocol is disabled, the software changes all server or port characteristics
associated with that protocol to reflect this.
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Configuring Ports to Detect Multiple Protocols (APD)

To configure server ports to accept different types of connections (i.e., using
more than one protocol), issue the following command:

Xypl ex>> define server apd enabl edb

Initialize the server. After you enable APD on the server, you must enable
APD-related charactistics on individual ports. If you do not specify APD-
related characteristics for the ports which use access serving protocols, the
ports will default to permitting only interactive connections, unless
configured with another protocol.

For APD to work, you must first disable autobauding. Use the command:
DEFINE PORT port-list AUTOBAUD DISABLED

For example:

Xypl ex>> define port 6-12 autobaud di sabl edb

Next, since autobauding is disabled, you must specify a port speed or use a
CCL script to set the port speed when a call is made. Chapter 8 covers the
procedure to configure a port to use a CCL script. To specify a port speed, use
the command:

DEFINE PORT port-list SPEED port-speed
For example:

Xypl ex>> define port 6-12 speed 14400%
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Three commands specify how APD will operate at a port:

DEFINE PORT port-list APD protocol-list

This command specifies the types of connections that will be allowed at
the port. (This prevents non-enabled connection types.) The protocol-list
can include: ALL, DISABLED, NONE, ARAP, PPP, SLIP, and
INTERACTIVE. The default is DISABLED, which is the same as
NONE. ALL permits any type of connection to be established at the
port(s), while the remaining values (ARAP, PPP, SLIP, and
INTERACTIVE) limit the port(s) only to connections of the types listed.
For example, to permit PPP and ARAP connections, use the command:

Xypl ex>> define port 6-12 apd arap, pppI-

Note that ARAP and PPP must previously have been enabled for the
server. It is not necessary that they be enabled at the port.

DEFINE PORT port-list APD TIMEOUT time

This command specifies how much time the port can spend in an attempt
to determine which protocol is being used to make a connection. Possible
time values are numbers in the range 1 to 255 (seconds) or UNLIMITED,
which means that the port can continue indefinitely. If a number
between 1 to 255 is specified, then whenever the port is unable to
determine the protocol within the specified time, the port will either
default to a specific protocol, or logout the connection, depending on the
setting of the DEFINE PORT APD DEFAULT command. For example,
to permit the port to spend up to 30 seconds in an attempt to determine
which protocol is being used to make a connection, use the command:

Xypl ex>> define port 6-12 apd tineout 30%
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< DEFINE PORT port-list APD DEFAULT protocol

This command specifies the action that the port(s) will take in the event
that the ports are unable to determine which protocol is being used to
make a connection. The protocol can be: LOGOUT, ARAP, PPP, SLIP,
or INTERACTIVE. The default is LOGOUT, which means that the port
will be logged off if APD is unable to determine which protocol is being
used to make the connection. The remaining values (ARAP, PPP,
SLIP, and INTERACTIVE) indicate which protocol the port should
assume is being used for the connection. The protocol specified for this
command must be included in the list of possible protocols in the
DEFINE PORT APD command. For example, to specify that the port
should assume that a connection is a PPP connection after the APD
TIMEOUT period has expired, use the command:

Xypl ex>> define port 6-12 apd default pppI-

After you have configured a port to accept multiple types of connections, you
must specify the appropriate PORT characteristics for the permitted
protocol(s).

NOTES: When using APD at a port, you do not need to enable specific
protocols, such as PPP, IPX, ARAP, or SLIP/CSLIP at that port
(only at the server for PPP, IPX and ARAP). APD will enable the
protocol at the port when a connection is made. However, you
must configure all appropriate PORT and/or SERVER
characterisics (addresses, etc) that apply to that protocol.

When using APD at a port, you do not need to disable modem
control in order to support ARAP connections. APD will
automatically disable modem control when it detects that an
ARAP connection is being made.



Chapter 3
Setting Up Basic Modem Applications

This chapter describes how to configure the communications server to
support simple modem applications using any of several different types of
modems. The typical applications performed over these modems include
interactive activities (terminal emulation, electronic mail, file transfers
using Kermit, Xmodem, Microphone, TCP/IP, FTP, LAT, etc) or PPP or
SLIP connections using low speed modems, etc. There are additional
activities that you must perform for PPP and SLIP connections. These are
described in later chapters in this guide.

This chapter, includes information about the following topics:
= Basic Modem Port Setup

= Setting Up Dial-In Ports

= Setting Up Dial-Out Ports (also Dial-In/Dial-Out Ports)

= Setting Up Dial-Back Ports

In the examples in this chapter, port options that are a matter of personal
preference are not discussed. For each device type, only the options that
must be changed are listed.

Basic Modem Port Setup

When connecting a modem to a port, you must configure the port so that its
characteristics match those of the modem connected to it. Port characteristics
are set with SET/DEFINE PORT commands. For most devices, the default
settings for nearly all of the PORT characteristics are appropriate. This
section highlights the changes that you will need to make. If a local service is
available at several ports (for example, a modem pool), you must set the
appropriate port characteristics for all the ports offering the local service.
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Modem Control issues. This refers to issues involving dialing and answer
control, monitoring the DCD modem signal to determine when a session
has been disconnected, and knowing when to assert the DTR modem signal
to the modem. For most ports to which a modem is attached, standard
modem control operation is used. An exception to this rule is a port which is
configured to support only ARAP connection. In this case, modem control
operation is disabled because ARAP uses a CCL script to control the modem
activities (when APD is enabled at the port, even when only ARAP
connections are accepted at that port, APD will disable modem control when
it detects that an incoming call is an ARAP connection,).

Since modem control is disabled by default, typically you must enable
modem control at the port, as shown in the following command (using port 8
as an example):

Xypl ex>> define port 8 nodem control enabled i

NOTE: Do not use this command if the port is dedicated to ARAP
connections. Use this command under all other circumstances
where a modem is connected to the port.

You must usually disable DSRLOGOUT, since the DCD signal, not the DSR
signal is used to determine when a modem session has been disconnected, as
shown in the following command (using port 8 as an example):

Xypl ex>> define port 8 dsrlogout disabled i

You may also specify when the port should assert the DTR modem control
sighal with this command:

Xypl ex>> define port 12 dtrwait val ue

For a modem which supports the Ring (RI) signal, set value to FORRING if
you want the port to assert DTR only after the modem asserts RI, or to
DISABLED if you want the port to always assert DTR. For a modem which
does not support the Ring (RI) signal, set value to DISABLED.
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Speed or Autobaud There are three ways in which to set a port speed, when
making modem connections:

"autobauding" the port. The Autobaud characteristic is enabled by
default on all serial ports. When enabled, the port automatically
matches the baud rate of the modem when the user presses the Return
key a few times at initialization time. For the access server to use the
autobaud feature, however, the modem must use 8-bit no parity or 7-bit
even parity characters. If the characters cannot be set to 8-bit no parity
or 7-bit even parity, you must disable the PORT AUTOBAUD
characteristic, and individually set the PORT SPEED, CHARACTER
SIZE, and PARITY characteristics to the appropriate values.

You cannot use autobauding for APD ports, high-speed connections
(connections where the port speed is 38,400 bps or higher), dial-out or
dial-back connections, for ports which will make ARAP connections, or
for ports where you plan to use a CCL script. If you need to disable
autobauding, use a command similar to:

Xypl ex>> define port 6 autobaud disabl ed i

using a CCL script to ascertain and set the port speed. One could think of
a CCL as an "alternate" method of autobauding the serial port connected
to the modem, since the CCL script will determine the appropriate port
speed and set it accordingly. In effect, the modem performs the
autobauding. You should note that the CCL script for your modem might
not support all possible port speeds, particularly higher speeds.

CCL scripts are required for ARAP connections. They can also be used
to initialize the port and "program" the modem for other types of
connections (PPP, SLIP, interactive, etc) even at ports where ARAP
connections are not used. Chapter 8 covers the steps that you must take to
configure a port to use a CCL script. If you plan to use a CCL script at a
port, disable autobauding as described above.
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= defining a fixed speed for the port. You must use this method for high-
speed connections (connections where the port speed is 38,400 bps or
higher), or for dial-out or dial-back connections when modem control is
enabled (i.e., all connections other than ARAP connections), for
situations where the characters from the modem cannot be set to 8-bit no
parity or 7-bit even parity, or where a CCL script is not used at the port.
Typically, you will set the port speed to match the modem speed. The
following example command would be used for this:

Xypl ex>> define port 6 speed 38400 i

Flow Control Flow control is often used in modem connections to prevent
data from being lost. Appendix A covers flow control in more detail.

The default setting for the PORT FLOW CONTROL characteristic at all
serial ports is XON (XON/XOFF). Typically, for modem connections, flow
control is set to CTS (RTS/CTS flow control is used and XON/ XOFF flow
control is turned off) or DISABLED (all flow control methods are turned
off). When using a high-speed modem, you might need to use the CTS/RTS
flow control (whether you do or not is modem-dependent - refer to the
owner's manual supplied with the modem to determine the modem's flow
control requirements). When using a low-speed modem, you can usually
disable flow control. Both flow control methods prevent stray XOFF
characters from stopping operations.

To alter the PORT FLOW CONTROL characteristic, use a command
similar to the following:

Xypl ex>> define port port-list flow control cts (or disabl ed) i

When using modem or port speeds above 14,400 bps, one should use
hardware flow control (DEFINE PORT FLOW CONTROL CTS) because
XON/XOFF flow control characters can become embedded in the data
stream and not be recognized.

NOTE: In PPP applications, it is possible to use a high-speed connection
without using hardware flow control, by modifying the PPP
Character Map to mask out the XON/XOFF characters
(hardware flow control is much easier to use).

Ports which support the 8-wire cabling method can also use concurrent
RTS/CTS hardware flow control. Refer to the section "Information about
Xyplex Cabling Methods" (Chapter 2) for more information.
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Setting Up Dial-In Ports

Dial-in ports provide local access connections to services on the network.
Dial-in ports only accept connections made to the serial port, not
connections originated from the local area network. Most of the default
values for port characteristics support dial-in ports, but you do need to
change the settings for some characteristics

Perform the Basic Modem Port Setup procedure (near the beginning of
this chapter).

Specify the type of access allowed to the port. Use the command:

Xypl ex>> define port 8-12 access | ocal i

Dedicated Services To ensure security, many dial-in ports limit
connections to only one interactive host service (LAT or TELNET),
called a dedicated service. The following are some examples of how to
define a dedicated service at one or more ports:

This command assigns a dedicated service named ACCOUNTING to
port 6:

Xypl ex>> define port 6 dedi cated service accounting i

This command assigns a dedicated service with the Internet-address
192.12.119.184 to port 6:

Xypl ex>> define port 6 dedicated service 192.12.119. 184 i

This command specifies that when a user logs in to port 6, the port
connects directly to the dedicated service:

Xypl ex>> define port 6 autodedicated enabl ed i

If you do this, you can also assign a permanent username for the port, so
that you can identify the port more easily:

Xypl ex>> define port 6 username "dial-in" i
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Setting Up a Dial-Out Port

Dial-out ports provide connections from devices on the local area network to
devices accessible via telephone lines. The telephone call is initiated by a
device connected to the local area network. Most of the default values for
PORT characteristics are satisfactory. You will need to make the
following changes:

Basic Procedure

Perform the Basic Modem Port Setup procedure (near the beginning of
this chapter).

Specify the type of access allowed to the port. Any port that is defined as a
service must be set up to accept remote connections. If you want the port
to be able to originate connections, but not accept them from the modem,
use a command such as:

Xypl ex>> define port 8 access renote

If you want the port to be able to both originate and accept connections
(for example, a modem that will be used for both dial-in and dial-out),
use a command such as:

Xypl ex>> define port 8 access dynamc

After the port is set up to communicate with the modem, you must
configure a dial-out service at the server so that the network can
communicate with the dial-out modem port. Dial-out support requires a
program, such as FTP or Kermit running at a host or PC, which can
connect to the local service, and then direct modem specific commands
(such as dialing information) to the modem.
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LAT Dial-Out Services To set up a LAT dial-out service, you must use
SET/DEFINE SERVICE commands to specify service characteristics,
as well as the SET/DEFINE PORT commands to specify appropriate
port characteristics. For example, to define a dial-out service named
MODEM, at port 1 of the server, you would use a command such as:

Xypl ex>> define service nodem port 1 enabl edd
Xypl ex>> define service nmbdem connecti ons enabl edb

You could also assign an identification message for server displays,
using the DEFINE SERVICE IDENTIFICATION characteristic. A user
at a VMS host can connect to a LAT application port that maps to the LAT
local service, as described in the next section.

TCP/IP Dial-Out Services To set up a TCP/IP dial-out service, you
assign a Telnet remote port number to the ports which offer that service.
For example, if two ports on the server offer the TCP/IP dial-out service
(for example, a bank of dial-out modems), you would assign the same
Telnet remote port number at both ports. Users (for example, at PCs or
UNIX hosts) then connect to that service by connecting to the Internet-
address of the server and specify the Telnet remote port number
assigned to the ports. To assign a Telnet remote port number, use a
command similar to this:

Xypl ex>> define port 10 telnet renote port 3600 i

TCP/IP services can also be created by assigning an internet-address
or domain-name to one or more ports (e.g., creating an Internet
"rotary"). Use the DEFINE SERVER INTERNET ROTARY
command. For example:

Xypl ex>> define server internet rotary 112.132.11.1 5- 8§

A user at a PC whose serial port is connected to a server port, can then
connect to the dial-out service while running Kermit or a similar
program. A user at a host that uses Internet Protocols, such as a UNIX
host, would connect to the server internet-address/telnet-remote-port or
domain-name/telnet-remote-port while running Kermit, FTP, etc.
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Configuring a LAT Application Port at a VMS Host

To support dial-out ports, the only action that you need to take at the VMS host
is to create a LAT application port using the LAT control program
(LATCP). The basic steps are as follows:

a. Start the LAT Control Program.
$ RUN SYS$SYSTEM:LATCP
LATCP displays the LCP> prompt.
b. Create a LAT application port.
LCP>CREATE PORT LTAnnn: /LOG

where LTAnNnN: represents a device, and nnn is a decimal number.
You can also use the /INOLOG qualifier.

c. Map the applications ports to specific servers, or ports on the server.

LCP>SET PORT LTAnnn: / APPLI CATI ON / NODE=node- nane -
/ SERVI CE=ser vi ce- nanme / PORT=port - nane

where node-name refers to the server, service-name refers to a local
service offered by the server, and port-name refers to a server port. This
example shows both a service-name and a port-name, although only one
of these is necessary. (The node-name used in the remote connection
request must match the server name specified by the DEFINE/SET
SERVER NAME command. This name is not necessarily the same as
the DECnet node name for the server.).

d. Exit from LATCP.
LCP>EXI T

In this configuration, a user at the LAT host can initiate the connection
from a file transfer program like the VMS version of Kermit. In this case,
the user would issue a Kermit connect command, such as:

CONNECT terminal-name

where terminal-name refers to a LAT application port, such as a device
named LTA123:, that the system manager created with LATCP.
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Setting Up Dial-Back Ports

Dial-back ports combine the characteristics of a dial-in port and a dial-out
port. Like dial-in ports, they provide local access connections to services on
the network. However, they provide this by having the server port instruct
the modem to dial the telephone of the user who wants to log in.

The dialback feature uses the Network Command Script feature. The
commands are contained in a file, called a script file, which is stored at a
host called a script server. The script server can be a host system that
supports the Trivial File Transfer Protocol (TFTP) or a Xyplex MAXserver
unit that can load files over the network, such as a MAXserver 1800 or 1820
Terminal Server. Refer to the Software Management Guide for more
information about creating scripts.

For a dialback port, you must create a dialback script, which contains the
information that tells the modem which telephone number to dial when a
specific user attempts to log on to the server through a modem. If no script
file for the user is found, the user will not be able to login. If a script file is
found for the user, the server will cause the modem to dial back that user at a
designated telephone number. You can use the dialback script in
conjunction with a login script for dialback ports.

This section describes how you set up a dialback port. The following
specific activities are involved:

= Using Dial-Back Scripts on the Communication server
< Configuring PORT Characteristics

e Setting Up a Dial-Back Script Server
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Using Dial-Back Scripts on the Communication Server

To use script files from the communication server, you must specify the
Internet destinations (internet-address or domain-name) and directory
locations where the server can request script files. You also specify which
ports will use or require a script file for login. The following procedure
describes the steps to take at communication servers which use scripts.

= At the communication server which will use script files, define one or
more script servers, using the privileged DEFINE SERVER SCRIPT
SERVER command. For example, the following commands designate
a script server where all username directories and the common script
are located in the directory path/tft pboot/ SCRI PTS. The
/tft pboot directory is the TFTP home directory of the host which has
the domain-name UNIXHOST.XYPLEX.COM.

Xypl ex>> define server script server unixhost.xyplex.com
"/ tftpboot/SCR PTS" ¥

Xypl ex>> set server script server unixhost.xyplex.com
"/tftpboot/SCR PTS" ¥

You can specify up to four script servers for each server unit.
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Configuring PORT Characteristics

Most of the default values for PORT characteristics are satisfactory. You
need to make the following changes to dialback port and modem-related
characteristics. These examples use port 12 as an example:

Perform the Basic Modem Port Setup procedure (near the beginning of
this chapter).

= Specify the type of access allowed to the port. Dial-back ports both
originate and accept connections. Therefore use a command such as:

Xypl ex>> define port 12 access dynam c i
= Specify that the port is a dial-back port with the command:
Xypl ex>> define port 12 dial back enabl ed i

= To change the amount of time which the remote modem has in which to
respond to a dial-back attempt, use this command:

Xypl ex>> define port 12 dial back tineout tine

where time is between 0 and 60 seconds (default is 20 seconds).
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Setting Up a Dial-Back Script Server

To use the network command script feature, you must specify information
at the script server and the communication server. Complete the following
steps to configure each script server:

NOTE: To use scripts, Telnet must be enabled on the server, and an
internet-address, and optionally a domain name must be
specified for the server.

a. Determine which UNIX host system or MAXserver 1800/1820
communication servers will be the script servers. You can use multiple
hosts for backup, which can be a combination of script server types.
Each communication server can have up to four script servers.

b. Set up directories to contain script files at each script server. For a
UNIX host script server, you need to consider the TFTP guidelines in
the next section, as well.

Create a directory to contain the dialback script file for each user who will
have one. The directory name must match the name that user will specify
when logging on to the port at the Ent er user nane> prompt. At a given
script server, all username directories must be located in the same
directory. For ease of management, you can create a directory just for
script files, rather than use a directory that already contains many files,
such as/usr, /bin,/tftpboot, or/etc onaUNIXhost. The username
and the directory name cannot include space or tab characters.
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Figure 3-1 illustrates how to set up the directories to contain script files
at a UNIX host. In the figure, the user whose username is "gjones" has
both a login script file and a dialback script file which contains the
information that tells the modem which telephone number to dial when
the user gjones attempts to log on to the server through a modem. For
example, when a user logs in as gjones, the communication server
request the file/ t f t pboot / SCRI PTS/ gj ones/ di al back from this
script server (in this example, / t f t pboot is the TFTP home directory
for this host). Then the connection is dropped, the dialback script
executes, and the user is dialed back.

/tftpboot

/SCRIPTS

—— /gjones
—login

—dialback

Figure 3-1. Example Script Server Directory Structure.

The port username must match the directory name at the host for the
communication server to locate a custom script file for a user.
Therefore, users need to type in the correct user name when they log in to
use their custom login script file.
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The following examples creates a directory named SCRIPTS, and a
username directory for a user whose login name will be "gjones" on a
UNIX host and a MAXserver 1800/1820:

UNIX Host

% nkdir SCRI PTS
% cd SCRI PTS

% nkdi r gj ones
% cd gj ones

MAXserver 1800/1820

Take the MAXserver system disk to a DOS-based personal computer
(PC) to create a directory for each user. For example:

C. > nkdir SCRIPTS
C. > cd SCRI PTS

C. > nkdir gjones
C.> cd gjones

For additional users, the directory for each username would be a sub-
directory of the SCRIPTS directory.

c. Atthe UNIX host or PC, use a text editor to create the script file, which
contain the instructions that permit the server to dialback to another
modem. The name of file is dialback. At a UNIX host the file name
must consist of all lower-case letters (di al back). When creating the
file, follow the syntax rules listed in the next section. Refer to the
Software Management Guide for more information about Scripts.

Script File S